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Introduction
Predictably unpredictable defines the current world of risk. Seeing what lies ahead requires a perspective
on the forces that drive change, that motivate innovation, that push the never-ending quest for
exponential growth. In an increasingly hyper-connected world this manic pace of change adjusts the risk
landscape at an alarming rate. Aon’s role as advisors on the topic of risk is constantly to explore, assess
and express a point of view on their potential impact and what may wait over tomorrow’s horizon.
The paradox of our time is that we have far more ready
access to information, but we understand less. Businesses
are facing a barrage of data about their customers, but
many are struggling to make sense of the information

Our research probes directly into the following areas:

Damage to brand and reputation
• In 2013, participants in Aon’s Global Risk Management

and figure out how to capitalize on it. Since information

Survey projected that damage to brand and reputation

overload can lead to indecisiveness and bad decisions, Aon

would be at number eight on the top risk list in 2015.

aims to bridge this gap. The data and analytics we have

However, damage to brand and reputation has actually

provided will help empower clients with relevant and

jumped to number one in this year’s risk rankings. Do

timely insights, enabling them to make better decisions.

you think the risk is at the ranking it deserves?

Following the release of the fifth biennial Aon Global Risk
Management Survey in April 2015, we have reached out to

• Many of the contributing factors leading to damage to
brand and reputation as a number one risk are ranked

a group that has a broader grasp of global industry issues—

very low in Aon's 2015 Global Risk Management Survey.

namely, executive and non-executive directors of captive

Social media and unethical behaviour are such examples.

companies which Aon manages. We wanted to gauge their

Do you think that complacency (out-of-sight, out-of-

perspectives on six central themes that have emerged

mind) has led to these risks being underrated?

strongly in the Aon survey. Their input, we believe, provides
an interesting context for the issues discussed in our survey,
and further deepens our understanding of its findings.

Political risk/uncertainties
• Political risk/uncertainties, at number 10 in 2013, was
projected to be at number six in 2015. However, the
risk was ranked number 15 in a surprising change of
anticipated direction. With the current political climate
in many countries across the world in a more volatile
state, do you perceive this risk to be underrated?

Increasing competition
• Increasing competition, at number four in Aon's 2015
Global Risk Management Survey, is projected to
become the number one risk in 2018. With the world
becoming rapidly more interconnected, do you think
that increasing competition is correctly forecast as the
top risk for organizations globally in three years?
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Cyber risk
• Cyber risk, which ranked at number 18 in 2013, has

Board and risk management function alignment
• Aon’s 2015 Global Risk Management Survey has

now risen to number nine in Aon's 2015 Global Risk

revealed a discrepancy between the risk ratings of risk

Management Survey. Would you agree that cyber

managers vs. C-suite with only three of the top five

risk is still not fully understood and has the biggest

risks being represented in the rankings of both groups.

potential to grow within the next three years?
• Despite its top ranking, 58 percent of surveyed
companies say they have not completed a cyber risk
assessment, yet the risk readiness score for cyber risk is

With more mature risk management often comes a
direct correlation to better performance and improved
share price. Do you think that a higher level of board
alignment would lead to better risk management?

being given at 82 percent. Do you think that participants

For those who have not had the opportunity to read Aon’s

have overstated the risk readiness for this cited risk?

2015 Global Risk Management Survey (GRMS) report, here are

Risk connectivity
• The theme of risk connectivity is featured prominently in
Aon’s 2015 Global Risk Management Survey. As an example,
risk number five, failure to attract and retain top talent, is
influenced by many other risks including social media,
corporate social responsibility, and inadequate succession
planning. Do you think the compounding effect of the
interconnectivity of these risks is widely understood?

some key points:
• The survey, which features input from 1,418
respondents from 60 countries in all regions of the
world and from companies of all sizes, contains not
only the most comprehensive peer-provided risk data
in the industry, but also analyses that will enable
our clients to stay abreast of emerging issues, and
capture the latest risk trends and opportunities.  
• A core part of the 2015 Aon Global Risk Management Survey
centers on the rankings of the top risks facing organizations
today. We have also presented data to show how companies
are grappling with new risks and to highlight the differences
of opinion on how best to prioritize and respond to them.
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The rankings of top risks facing organizations today:

Global Risk Management Survey Risk Ranking
1

Damage to reputation/brand

28

Merger/acquisition/restructuring

2

Economic slowdown/slow recovery

29

Environmental risk

3

Regulatory/legislative changes

30

Inadequate succession planning

4

Increasing competition

31

Lack of technology infrastructure to support business needs

5

Failure to attract or retain top talent

32

Workforce shortage

6

Failure to innovate/meet customer needs

33

Product recall

7

Business interruption

34

8

Third party liability

Accelerated rates of change in market factors and
geopolitical risk environment

9

Computer crime/hacking/viruses/malicious codes

35

Aging workforce and related health issues

36

Globalization/emerging markets

37

Interest rate fluctuation

38

Outsourcing

38

Unethical behavior

40

Natural resource scarcity/availability of raw materials

41

Terrorism/sabotage

42

Asset value volatility

43

Understaffing

44

Pandemic risk/health crises

10

Property damage

11

Commodity price risk

12

Cash flow/liquidity risk

13

Technology failure/system failure

14

Distribution or supply chain failure

15

Political risk/uncertainties

16

Growing burden and consequences of
corporate governance/compliance

17

Exchange rate fluctuation

18

Weather/natural disasters

45

Climate change

19

Capital availability/credit risk

46

Social media

20

Directors & Officers personal liability

47

Absenteeism

21

Failure of disaster recovery plan/business continuity plan

48

Joint venture failure

22

Corporate social responsibility/sustainability

49

Share price volatility

23

Injury to workers

50

Pension scheme funding

24

Crime/theft/fraud/employee dishonesty

51

Sovereign debt

25

Loss of intellectual property/data

52

Kidnap and ransom/extortion

26

Failure to implement or communicate strategy

53

Harassment/discrimination

27

Counter party credit risk

In summary, both Aon's 2015 Global Risk Management

Best regards,

Survey and the current research on underrated risks
contain sets of peer-provided, world-leading risk
data in the industry, and analyses that will enable
our clients to stay abreast of emerging issues and
capture the latest risk trends and opportunities.
We hope by providing you with this information we will play a

Stephen Cross
Chief Innovation Officer

part in helping you and your organization to empower results.
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The Chinese stock market crash on August 24, 2015, dubbed by the media as the Great Fall of China, wiped
out tens of billions of dollars from market capitalization and triggered tremors around the world. On the same
day, the Dow plunged 1,000 points at opening, the largest drop ever, and similarly steep declines happened
in Europe and Asia.
Since China has been the world's biggest importer of crude oil

Venezuela, which has the world's largest oil reserves, is

over the past decade, the impact of its dire economic news was

experiencing one of the world's highest rates of inflation.

immediately felt in the oil market. According to the CNBC,1 the

Oil price declines have crashed the government's budget,

price of Brent crude oil fell to a 6½-year low, at USD 42.23, on

deepening the country’s political crisis. Experts worry that

the day Chinese equities crashed.

potential civil violence in Venezuela could destabilize the

Businesses worldwide are shuddering with fear at the steep
market losses because many companies have barely recovered
from the financial meltdown in 2009. Some have found
consolation in cheaper oil prices, which are a great boon for oilimporting countries in the Eurozone and struggling economies

region. Russia faces similar oil-induced high inflation, economic
contraction, and currency devaluation. It is likely that the West’s
present economic sanctions will continue to aggravate Russia’s
belligerence toward Western Europe and the U.S., and further
escalate the armed conflicts in Ukraine.
Aon’s Political Risk Map, which measures political risks in

in other parts of the world.
Stressing the uncertainties of the global economy, experts
warn of an often overlooked byproduct of stock market crashes
and oil price drops—political risks/uncertainties. In today’s
interconnected world, a global economic crisis increases

163 countries and territories, shows that 2015 will emerge
as a particularly challenging year. Topping the list of political
risks is the increasing instability in the already-fragile oil
producing countries.

instability. In turn, when political risks rise, equity markets react

Despite these rising threats, political risks/uncertainties

negatively, further deepening the economic crisis.

surprisingly has dropped out of the top 10 risk list in

For example, in China, the economic slowdown could lead
to social unrest as ordinary people’s livelihoods are affected,
creating short-term political uncertainty for its leadership. At the
same time, China’s territorial disputes with its neighbors could
intensify as involved parties try to use the skirmishes as a way to
distract and rally their people with nationalistic maneuvers.
For oil-exporting nations across the Middle East and North

Aon’s 2015 Global Risk Management Survey, which was
released early this year. It is ranked at number 15. Could it be
that this risk is underrated because many organizations feel that
they have limited exposure to the conflicts in the Middle East
and North Africa, and tensions in Asia have not caused any real
harm yet? Or is it because most organizations have not fully
understood the implications of political risks/uncertainties and
have simply fallen into a false sense of security?

Africa, where, according to the New York Times, governments
2

rely on oil money to provide free health care and education,
subsidize food and fuel, and create jobs for their citizens, low
oil prices have strained their budgets. Meanwhile, the lure of
extremist religious and political groups in the Middle East and
Africa has been amplified in afflicted countries that lack the
resources or the will to fight against such insurgency.
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"Seventy-eight percent
of executive and nonexecutive captive directors
have indicated that the risk
readiness level for cyber
risks has, or may have
been, vastly overstated."

These contradicting answers left us worried, so we checked
with captive executive and non-executive directors to
determine whether the cited risk readiness for this risk is vastly
overstated. Their answer is a resounding yes—nine of ten
respondents have validated our assessment that cyber risk is
still not fully understood and has great potential for growth in
the coming years. Seventy-eight percent of executive and nonexecutive directors have indicated that the risk readiness level
for cyber risks has, or may have been, vastly overstated.
Cyber risk is no longer considered an emerging risk, but its
rapidly changing nature still confounds many. A few years
ago, it was criminals aiming predominantly at financial gain

A recent study by the World Economic Forum3 shows that

by stealing personal and company data. Now, extremist

geopolitical issues could pose the biggest threat to global

groups use cybercrime techniques to damage companies’

stability over the coming decade. Since political risks could

and governments’ reputations by stealing and publishing

make organizations more vulnerable to disruptions, property

confidential information. As motivations for cyber-attacks have

damage, embargoes, asset confiscation, and governments’

evolved, so has their effect, creating additional layers of new,

refusal or inability to pay for goods and services, we have

interconnected risks.

decided to conduct follow-up research and present our
concerns about this and other underrated risks to a select group

In the recently released Aon-sponsored 2015 Global Cyber

of captive executive and non-executive directors. We hope to

Impact Report, conducted by the Ponemon Institute,

validate our thinking and raise awareness among corporate

we found that cyber is one of the fastest growing risks for

leaders and risk managers.

companies across the globe, as mobile technologies advance,

Predicting unpredictability
As far as political risk/uncertainty is concerned, the majority of
participants in our research agree with us, stating this risk has
been severely underrated. This finding remains consistent in
both regional and revenue breakouts. Such confirmation could
be driven by the fact that many geopolitical conflicts that have

and cloud computing, corporate bring-your-own-device
policies, big data analytics, and the "internet of things" are
becoming increasingly widespread. About 37 percent
of surveyed companies have experienced a “material or
significantly disruptive security exploit or data breach" one
or more times during the past two years, and the average
economic impact of the event was USD 2.1 million.

brewed over the years are now coming to the fore. For example,
the mounting migration crisis in Europe, the debate over the
Iran nuclear deal, and continuing ISIS-inspired violence since
2014 have hit home with the message that the conflicts in the
Middle East and North Africa are no longer isolated and could
impact businesses at home.
Along with political risk/uncertainties, cyber risk, which has
emerged for the first time as a top 10 risk since our Global Risk
Management Survey started in 2007, falls into an area which
we believe has not been fully understood. This particular

"Nine out of 10 respondents
have validated our
assessment that
cyber risk is still not
fully understood"

concern arises from two conflicting numbers in Aon's 2015
Global Risk Management Survey. In the cyber risk section,
58 percent of surveyed companies say they have not
completed a cyber risk assessment, yet the risk readiness
score for cyber risk stands at 82 percent!
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"One of the dangers
facing the insurance
industry is the potential
for a cyber hurricane."
Given the proliferation of internet-connected devices, which
is expected to grow from 10 to 50 billion units, cyber risk
is expected to skyrocket over next five years. Since cyber
risk is fast-moving, impossible to predict, and difficult to
understand, the damage can be immense. Cyber attacks
often cause system failure and business interruptions that
take extended time to recover from, and catastrophic
attacks which frequently lead to Director & Officer's liability
allegations. Unfortunately, organizations buy insurance
to cover just over half of the maximum probable loss of
property, plant, and equipment, and only 12 percent of the
probable maximum loss of information assets.
As participants in the World Economic Forum’s Partnering
for Cyber Resilience initiative,4 one of Aon’s goals is to
support the Forum’s efforts to raise awareness of cyber risk.
We assist in working towards the group’s goal to build industry
commitment around the need for rigorous approaches to
cyber risk mitigation.
One of the dangers facing the insurance industry is the potential
for a cyber hurricane, an event that could impact multiple lines
of businesses, geographies, and industry sectors. This could
signify major risks and challenges since it will not be long before
we could see the first multi-billion, cross-class cyber event.

Such urgency explains why damage to reputation and brand
has been rated as the top number one risk facing organizations
in Aon's 2015 Global Risk Management Survey. However, to
our consternation, only 44 percent of executive and nonexecutive directors in our research believe the risk of damage
to reputation and brand is rightfully in the top spot. Such
response could indicate a positive trend—the recent highprofile cases have prompted organizations to develop better
proactive measures, response mechanisms, and procedures to
manage reputational risks.
Alternatively, it is highly likely that corporate executives have
not realized the impact of reputational risk on a company’s
bottom line. They tend to believe that corporate reputation
only requires attention when a public relations disaster has
already surfaced. Recent research done by a consulting firm
shows that only 19 percent of surveyed executives would
award their companies an “A” grade for their capability of
protecting against and responding to reputation risks. About
39 percent rated the maturity of their reputation risk
management programs as either average or below average.5
Damage to reputation is not an abstract concept. Many external
and internal factors, such as the popularity of social media and a
corporation's unethical behavior, could contribute to the crisis.
Unfortunately, such factors, we feel, have been ranked much
lower in Aon's 2015 Global Risk Management Survey. When
we gauge feedback from captive executive and non-executive
directors, 70 percent agree with us that complacency (out-ofsight, out-of-mind) has led to these risks being underrated.
Take social media as an example. We're in an age of citizen
journalism. Technology has made it easier for everyone to use

Present and projected risk

social media platforms to participate in news coverage that

In recent years, with the rapid development of media

media use among all demographics means that it has become

shapes public opinions. In addition, the rapid rise in social-

technology and heightened awareness of multiculturalism,

an effective tool in shaping a corporate reputation and brand.

there has been a dramatic increase in the number of ways a

At the same time, the virulent nature of citizen journalism and

company’s reputation can be damaged. These may include:

the media obsession with bad news dictate that companies

offensive images in advertising, inappropriate remarks by top

have to stay vigilant. Protecting our brand and reputation has

executives, massive data breaches, large-scale product recalls,

become an endless commitment in today’s always-on world.

mysterious plane crashes, and compliance failure. Similar to
cyber risk, the unpredictable nature of reputational crises in

In addition to social media risk, unethical behavior is another

an age of 24-hour news cycles poses a tremendous challenge.

contributing factor. Unethical behavior in business runs the

Companies must now operate under the assumption that any

gamut, from shoddy workplace conditions and covering up

incident could potentially harm their reputation and brand, and

product defects to causing environmental damages, employing

that such threats are lurking around nearly every corner.

child labor, and violating tax or other regulations. Recent
research shows that a company's ethics and practices were key
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factors in deciding what brands customers patronize. Unethical

In the emerging markets, businesses that traditionally received

behavior can severely damage a company's brand, resulting in

state subsidies are now losing the edge. With the opening of

loss of income and talent. On the other hand, the Reputation

borders to trade and foreign investment, globalization brings

Institute says companies with a higher ethics ranking garner

opportunities and pressures for domestic firms to compete

more consumer support—89 percent would buy the company's

on their own merits. Further, excessive labor capacities, easy

products and services and recommend the company to others.

entries, and the risk maturity of multinationals have increased

In other words, we strongly believe that damage to reputation
should occupy the top spot. Companies should handle these
crises like any other major business challenge, based on
principled leadership and supported by capabilities that are
part of the company’s business strategy and culture.

competition in the region. For companies in the U.S. and Europe,
this risk could worsen as China's economy is faltering. This could
be challenging if China is currently their top trading partner.

Interconnectivity of risks and other surprises
The theme of risk connectivity is featured prominently in Aon’s

For future risks, participants in Aon's 2015 Global Risk

Global Risk Management Survey. As in the previous edition of

Management Survey project that increasing competition will

this research, we see the connectivity and complexity of risks

be the number one risk facing organizations in 2018. When

increasing, partially through the emergence of new risks which

we solicited input from captive executive and non-executive

are driven by technological advancements and innovation, but

directors, nearly 70 percent of respondents supported this

also due to societal, economic, and political changes.

prediction, with respondents in the Americas, as well as those
representing organizations with over USD 1 billion in revenue,
registering a higher percentage.

Incredibly, the majority of participants (80 percent) in this
follow-up research stated that the interconnectivity between
risks is not still widely understood. This is even more concerning

This is not surprising. In recent years, companies in the

as the risk example we have cited is a risk of vital importance

developed markets have intensified their efforts to integrate

to a company’s success, namely the failure to attract and retain

into the global market so they can harness new trade and

top talent. As a leader in the area of risk and people, we at Aon

investment opportunities. At the same time, they have to

clearly see the need to assist companies coming to grips with

compete with companies in the emerging markets to capitalize

these issues, not only as a business but as an industry.

on the growth of new middle-class populations and employee
talents in those countries.

The proliferation of mobile devices is creating a rapidly
expanding network of new connections between individuals,
groups, and things. High levels of connectivity add to risk
complexity. When the dominos start to fall, they fall fast and the
damage is widespread. For example, cyber attacks could damage
a company's reputation. A company with a damaged reputation
might find it hard to stay competitive and attract talent. The lack

"The majority of participants
(80 percent) in this followup research stated that
the interconnectivity
between risks is not still
widely understood."

Aon Risk Solutions

of talent could result in failure to innovate and meet customer
needs. The list goes on. This interdependency between risks
illustrates that organizations can no longer evaluate risk in
isolation but must consider their interconnectedness.
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In our past surveys, CEOs and CFOs rank very high on their top
risk list those with strong concrete strategic implications, while
risk managers seem to pay more attention to property and
liability-related risks. Such diverse views have made us realize
the importance of gathering a cross section of stakeholders
in the decision-making process, so that each one can bring a
different perspective. At the same time, we believe there is a
disconnection between senior leaders and risk managers.
More than 70 percent of surveyed captive directors agree
with our assessment, saying that it is imperative for senior
executives and boards of directors to communicate with risk
managers and take an active role in assessing and covering the

"It is imperative for senior
executives and boards of
directors to communicate
with risk managers and
take an active role in
assessing and covering the
company’s risk exposure."

company’s risk exposure.
At the end of this research, we want to ask ourselves: how can
we as an industry make sure we stay on top of this evolving
world of risk?
There is no simple answer to this. However, by looking outside
of our immediate sphere and considering the implications
of technological and societal changes that are happening all
around us, whether they are disruptive innovations or changes
in established behavior patterns, we can stay ahead of the game
and remain a relevant and necessary part of helping people and
companies to empower results.
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Methodology
This Web-based survey was issued to executive and non-executive
directors of captive insurance companies to provide feedback on
certain issues connected to the findings first published in the 2015
Aon Global Risk Management Survey.
All responses for individual organizations are held confidential,
with only consolidated data being incorporated into this report.
Percentages for some of the responses may not add up to
100 percent due to rounding or respondents being able to
select more than one answer. All revenue amounts are shown
in U.S. Dollars.
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About Aon Captive & Insurance Management and Aon Inpoint
Aon’s Captive & Insurance Management team manages

Aon Inpoint is dedicated to delivering value, insight and

approximately 1,450 insurance entities worldwide including

innovation through data, analytics, engagement and

captives, protected and incorporated cell facilities,

consultancy services to insurers and/or reinsurers, across the full

special purpose vehicles and specialist insurance and

spectrum of insurance, reinsurance, and capital markets.

reinsurance companies.

As the cornerstone of our over USD 350M global investment in

As a business unit within Aon’s Global Risk Consulting group,

data and analytics, Aon’s Centres for Innovation and Analytics

we leverage the diverse risk consulting expertise required

(ACIAs) in Dublin and Singapore transform data received

for a successful risk management program. Our consulting

directly from brokers and other sources into actionable analytics,

and management teams work closely together to create and

enabling more informed strategic decision-making.

implement innovative solutions.

With over 300 colleagues, the Centres analyze millions of data
points every day. Utilizing Aon’s Global Risk Insight Platform
(GRIP®), one of the world’s largest repositories of risk and
insurance placement information, as well as other data sources,
the ACIAs develop insights to help determine the markets that
provide the best value for our clients around the globe.

About Aon
Aon plc (NYSE:AON) is a leading global provider
of risk management, insurance brokerage and
reinsurance brokerage, and human resources
solutions and outsourcing services. Through its
more than 69,000 colleagues worldwide, Aon unites
to empower results for clients in over 120 countries
via innovative risk and people solutions. For further
information on our capabilities and to learn how
we empower results for clients, please visit:
http://aon.mediaroom.com.
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