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Is this the right time?
…to launch a Newsletter? Most people would probably say no. “Who is
interested in reading when the crisis is boiling?” We, at Aon Romania, we
say “Yes! This is the right time!” This is the right time, because we prefer
to “Focus” on our business rather than to complain about the crisis. Thus,
we decided to launch this newsletter and its primary role is to become an
information vehicle about interesting subjects for our clients. “An informed
person is a strong person” said Rockefeller and we wish all our clients are
strong. It is obvious that all the information included in the newsletter will
refer to those domains where Aon is the best, like: risk management and
insurance, reinsurance and HR consulting.
With a quarterly edition, Aon Focus wishes to bring to your attention data
and information necessary to protect your business and your profit in a better way. The last
few years have put a strong mark upon all our way of doing things and we had to learn on how
to reinvent ourselves. There were new threats at the horizon and all priorities have changed
dramatically. Risks were among those few elements which did not reduce, but on the contrary.
Not too many companies have other more important priorities than those to manage their
threats and do in such a way that their profit and loss account not to suffer much due to the
business decrease. Today, more than ever, a good risk management can make the difference
between lose and win in a business. Or an adequate insurance program can keep a business
alive and in an operational harmony, in case of a major risk occurrence. These are subjects of the
“Aon Focus”, offering you the opportunity to find in these pages necessary answers to some of
the questions that you may have in connection with any insurance topics or risk management.
For those answers where you will not find a response here, you can contact us directly.
We would be pleased to put at your disposal the resources of the World largest insurance
and reinsurance broker and thus your business to reach the expected performances, even within
a difficult economic environment. A team of united professionals in front of a new beginning
remains at your disposal anytime.
In this introductory edition of our newsletter, we inform you about the survey we have made
regarding operational risks of the financial institutions, as well as about the major risks in the
construction industry. We thought it would be of maximum interest to address the topic of the
catastrophic risks and how the companies are prepared to face such risks, as well as what should
we learn after the Chile earthquake lesson. Last but not the least, we bring to your attention a
new concept – the total cost of risk and an innovative instrument that Aon offers you to manage
this: RiskCenseo.
We are fully committed to address continuously subjects of maximum interest for
yourselves and therefore we invite you to let us have your proposals in this respect at the
following e-mail address: aon.romania@aon.ro.
Hoping that you will find this newsletter useful and interesting, we wish you a good lecture
and because we are just before the holiday season, I wish you Merry Christmas and a Happy and
Prosperous New Year.
Valentin Tuca
CEO, Aon Romania

Aon Romania Team
wishes you
Happy Holidays
and a Successful
New Year
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operational
risks
Operational
Risks with
High Impact
for Financial
Institutions
In November 2011, AON
Romania, in partnership
with the Romanian Bankers’
Institute, organized a survey
on how the operational risks
are observed and addressed
by the public and private
financial institutes.

of financial institutes, depends of the proper
management of these risks.
Aon Romania, as a provider of risk
management services, is able to add value
through professional management services
of operational risks, which also include the
conclusion of necessary insurance policies.
According to the respondents, the
Aon Romania provides guidance in choosing
operational risks with the highest possible
impact were considered to be the following: the best insurance options, providing
the brand problems due to a bad reputation, customized solutions.
the inappropriate data protection and the
The Bankers Blanket Bond & Computer
inappropriate client accounts management/ Crime insurance is the most useful
handling.
instrument for the managers of the financial
institutions in transferring the operational
One of the indirect effects of the crisis
risk’s exposure to the insurance market.
is the operational risks aggravation; the
financial ability to overcome difficult
Usually, The Bankers Blanket Bond &
situations encountered in present, by most Computer Crime contains 2 sections:
•
Section 1: fraud insurance
the operational risks with the highest
•
Section 2: computer crime
possible impact were considered to be
insurance.
the following: the brand problems due to
Each of these 2 sections contains more
insurance clauses, such as:
a bad reputation, the inappropriate data

A

protection and the inappropriate client
accounts management/handling.
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Bankers Blanket Bond & Computer Crime (BBB & CC)
Section 1:
Fraud insurance
Clause 1 – Dishonesty of employees: loss following
infidelity/ fraudulent acts of employees but only when
employees intend to cause the bank to sustain a loss or
obtain an improper financial gain for themselves
Clause 2 – Premises: theft, burglary, robbery, mysterious
unexplainable disappearance of cash, bullion, securities,
precious stones, etc
Clause 3 – Transit: damages incurred during transport on
the bank’s property
Clause 4 – Forged documents: forged cheques, bills of
exchanges, letter of credit, etc

Section 2:
Computer crime insurance
Clause1 –Computer systems: fraudulently input/ altered/
deleted data
Clause 2 – Electronic computer programmes:
malicious alteration of electronic computer programmes
Clause 3 – Electronic data and media:
malicious alteration or destruction of electronic data,
electronic data processing media being lost/ damaged/
destroyed
Clause 4 – Computer virus: destruction of the bank’s
electronic data due to a computer virus

Clause 5 – Forged securities: loss sustained while acting
in good faith upon securities and other instruments, which
prove to have been forged, fraudulently altered, stolen or
counterfeit

Clause 5 – Electronic and telefacsimile communication:
loss sustained as a result of the bank acting
on fraudulently initiated or modified electronic
communications directed to them by a means of
electronic communication

Clause 6 – Counterfeit currency: loss incurred by the bank
when acting in good faith on counterfeit or altered paper
currency or coin

Clause 6 – Electronic transmissions: bank’s liability
against its customers for fraudulent communications,
which purport to have been sent by the bank

Clause 7 – Office and Contents: damages to the
bank’s offices, furnishings, fixtures, equipment (except
computers, computer programmes and other relates
computer equipment, safes, vaults by burglary, robbery,
hold-up, vandalism or malicious mischief.

Clause 7 – Electronic securities:
bank’s liability
towards the central depository for loss sustained by the
later as a result of acting on the faith of fraudulently
initiated or modified instructions purportedly initiated by
the bank to the central depository authorising the sale or
transfer of an electronic security

Clause 8 – Legal fees: costs and expensed paid in the
defence of any demand or claim

Depending on the company’s needs and
internal analysis results on operational risks
regarding typology and impact, the insurance
policy can be personalized by including or
giving up on some of the insurance clauses
above.
Following the survey among financial
institutions, AON Romania organized in
partnership with the Romanian Banking
Institute, on 15th November, a conference
under the title: “Watch-Out: Risks Are Not in
Crisis!”. The event enjoyed the presence of
some reputable representatives from National
Bank of Romania and Romanian Bankers’
Institute.

Clause 8 – Voice initiated transfers: loss sustained as
a result of the bank acting on fraudulent voice initiated
transfer instructions

For more details on the survey
we would like to invite you to
contact us on e-mail at
aon.romania@aon.ro
The conclusion was that the banks have
become aware of their operational risks,
especially during the crisis, and that the
transfer of risk to the insurance market is an
increasing necessity. ♦
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Top 10
Construction Risks
– AON Report 2011
In the past years, constructions faced many risks and challenges,
which changed the way that companies are seeing the risks and
how they assign resources in order to control or transfer them
further.

A

Aon Construction Industry Report captures
the perspectives of the world’s leading risk
professionals from the construction industry,
and it’s structured in 4 chapters:
•
Risks: it analyzes 10 most important
constructions risks; if c ompanies are
prepared to cope with this kind of risks;
risk’s losses; the way the companies
are identifying and evaluating risks; the
external factors which are affecting the
risk management.
•
Clients: include the criteria
used by companies acting in this
field in choosing an insurer; the
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•

•

changes desired by the market, risk
management department, franchise,
borders, global programs, using captive
companies .
Insurance market: contains a
discussion about covering and
insurance terms, as well as about
the changes made on the insurance
quotes compared to previous year in
constructions domain.
Economic environment: a look inside
the constructions domain in economic
terms.

RISKS

• Excess liability limits: the average limit
• Greatest risks: The two greatest risks
purchased by construction companies reaches
indicated by respondents to Aon’s 2011 Global
USD 96 million. The highest limit purchased
Risk Management Survey are economic
USD 450 million, while the lowest limit
slowdown and increasing competition.
purchased is USD 1 million.
• Training to measure the first 10 main
• Global programs: Construction respondents
industry risks: construction companies are
with operations in more than one country
not able to cope with risks which have dropped
are asked how they purchase/control their
from 2009 to 2011, mailny because of the
insurance programs; 52% indicate their
legislative changes.
corporate headquarters controls procurement
of all of their global and local insurance
• Losses associated with top risks: For the
programs while 41% say their corporate
construction industry, economic slowdown is
headquarters purchase some lines and leaves
the main risk and it represents 75% from the
local offices to handle other lines. Among the
total losses registered in the last 12 months.
global policies that organizations purchase,
• Identification and assessment of major
the most common types indicated in the
risks – Survey respondents have indicated the
survey are related to general liability including
senior management’s intuition and experience
public/product liability, directors’ and officers’
as the primary method to identify and assess
liability (D&O), and property damage/business
major risks facing their organizations. In
interruption.
practice, respondents typically utilize a
• Use of captive: 33% of construction
combination of risk registers, a structured
companies surveyed report the utilization of
enterprise-wide approach and senior
a captive or ”protective cell” company (PCC),
management’s intuition and experience.
with 18% saying they will initiate a plan to
• External drivers strengthening risk
create a new or additional captive or PCC in the
management: economic volatility and
next 3 years. The most common coverage
currently underwritten are general/thirdparty liability, auto liability, employers’
liability/workers compensation and
property.

The report on construction industry
is based on AON’s data collected
in 2011 and from owned sources.
In order to have your own copy,
please send your request on e-mail:
aon.romania@aon.ro.
pressure from customers remain the most
important external drivers strengthening risk
management for the construction industry.

CLIENTS INSIGHTS
• Priorities in choice of the insurer: Value for
money/price is ranked as the highest priority
among construction respondents in selecting
an insurer, followed by claims service and
financial stability
• Insurance terms and conditions:
Construction respondents are looking for
increased ability to recognize internal risk
management through lower premiums, more
flexibility and broader coverage/better terms
and conditions for the insurance market.
• Risk management department: 60% of
respondents indicate they have a formal
risk management department inside their
companies. Among them, 54% say their risk
management department reports to the CFO.
In the case where no formal risk management
department exists, 44% of respondents
indicate their CFO, handles risk management.
• Francize: overall, the majority of surveyed
construction companies have not changed
their francize compared to their prior policy
period.

INSURANCE MARKET

• Coverage terms and conditions:
Overall, the majority of construction
respondents have indicated that the terms
and conditions for all surveyed lines of
coverage remain unchanged in comparison
with those in prior years. The coverage line
that experienced the most change in coverage
terms is general liability/third-party liability.
This coverage has both the highest percentage
of improvements (25%) and experienced the
largets number restrictions (15%)
• Insurance premium: despite all challenges
represented by unprecedented global
catastrophic losses in 2011, the amount of
insurance capacity remains abundant thereby
keeping insurance premiums competitive.
There are signs of corrections being addressed
in specific lines of insurance, but the
anticipated hard market correction remains
elusive.

ECONOMIC ENVIRONMENT
• The global construction market is strongly
influenced, as it should be, by economic
factors. Unemployment and underemployment
represent persistent problems to the labor
market. The impact of the recession over the
future of the construction market becomes
stronger and stronger. The specialists in
economics are somehow optimistic relating
to the fact that the U.S.’ economy will avoid a
new recession wave, but they don’t foresee a
spectacular industry comeback in the near
future.♦
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How Prepared We Are
In Case Of Natural
Catastrophes
Natural disasters or those caused by human errors are part of
life and part of business and therefore we should be prepared to
manage them, just like we manage any other situations.

P

Practically we hear on a daily basis about
catastrophic events happening and usually
we look at these news like they can never
occur to us. Is it realistic to think like that?
During the last few years the magnitude
of these events was quite devastating.
There were terrible earthquakes in Haiti,
Chile, New Zeeland and Japan, with the last
one generating a tsunami of calamitous
proportions, not to mention the nuclear
accident from Fukushima. And in the spring
of this year there was a series of tornadoes
in Midwest and Southern Regions of the
United States – killing more than 550 people
and causing an estimated USD 17.25 billion
in insured losses.
For businesses, natural catastrophes
bring enormous risk, as well. An inability
to resume operations or accommodate
customers even for a while can have
devastating effect on bottom line, if there is
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no proper insurance in place and can even
determine bankruptcy overnight. Even the
occurrence of such events in different areas
of the World can cause losses hard to bear
due to, for example, the impossibility to
supply some key components or few critical
services.
It is much easier to talk about planning
for unexpected events than to do something
in this respect. Not only must a business
prepare to pass a natural or human error
catastrophe, but it must develop a plan
to recover and continuity the activity
aftermath.
To determine the adequate solutions
you need technical capabilities to develop
risk scenarios, knowledge in the insurance
industry (to determine the necessary covers
and the required terms and conditions) and
the expertise in this is decisive.

5 Main Recommendations

1
2
3
4
5

Allocate the necessary resources to identify and understand the risks which
may affect your business in case of various catastrophic scenarios.
Develop, jointly with those who have the necessary expertise in this field, a
disaster recovery plan, which should include both people and assets of your
business
Use risk models to coordinate the necessary decisions for new business
processes after a catastrophe that affects your business
Check if those to whom you gave responsibilities to conclude your insurance
policies have the necessary resources to assist you when will be the case,
bearing in mind that most probably they will be also affected by the same
catastrophe
Monitor the disaster recovery plan periodically.

Uncertainty is the most certain
element of our lives. Recent disasters
have demonstrated just how chaotic and
painful things can happen after such
an unfortunate event, even within those
companies where there was some planning
in this respect. For instance, the Japan
earthquake of March 11 and the following
tsunami have affected globally the supply
chains, leaving – for a considerable period
of time – many companies without some of
the raw materials needed. This event have
forced many of the western companies to
rethink their protection mechanisms for
such disasters, especially in connection
with the supply chain disruptions and
loss of earnings. Worldwide, within a more
and more globalized economy there is an
increasing attention in connection with the
management of the catastrophic risks, but
seems this is not also in the attention of the
business leaders from Romania, even if our
country is on the high earthquake maps
and occurrence of such an event may cause
unimaginable losses, including the business
environment and especially to small
and medium co-s, where the insurance
penetration is still very low.
A good starting point for planning the
management of the catastrophic losses
is to understand very well the financial
consequences of such an event. It is
essential to find the necessary resources
to continue your business after such an
event. Having an action plan after such an
event and an adequate insurance program
placed with a financial solid carrier are
minimum requirements to ensure the
business continuity and the necessary
resources to recover the potential losses.

Such solutions can be found the easiest
way using professional services of an
insurance consultant, keeping in mind
that the expertise is the most important,
as mentioned, just because the insurance
policies are just part of the solution and the
planning process of necessary actions in
case of disasters completing the frame of
the measures necessary to undertake in
order to say that someone is ready enough
to pass well a catastrophic event.
There are special lessons from others
experiences – earthquakes, large floods,
hurricanes, etc. – and it is important that we
learn them, using in a constructive way their
results. Of course that those companies who
undertake financial protection measures
against the disasters are also those who will
resist after their occurrence.
The healthiest way to think is to ask
yourself not if the catastrophic event will
occur and damage your business, but when
it will occur and what would be the impact.
Our world is a world of risks and therefore a
healthy business is that business where the
management has a pro-active attitude in
connection with the risk control. Within this
context it should be very clear that having
adequate insurance policies is not at all a
luxury, but an immediate necessity, which
at the end is not just an expense but a kind
of investment which will bring profit through
the protection that will offer to the business,
especially for catastrophic risks. If there is
a lack of insurance and no reaction plan in
case of disasters, most of the businesses –
especially those of small and medium size –
will disappear most probably overnight. And
this is something that nobody wants.♦
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All these are arguments to consider when
we will answer the question above and most
important is that we should not wait for a
catastrophic event to put order in things,
because it might be too late for too many.
Specialists consider that Chile reasonably
passed the 2010 earthquake test, even if
the proportion of insured losses was quite
low. Among those areas where the Chilean
authorities consider there should be improved
required in the future there are the following:
On February 27th 2010, an
earthquake with the magnitude of • Increase of insurance penetration
because the lack of adequate insurance
8.8 degrees on Richter scale – one
left many losses uncovered, most of
of the most powerful in the history,
them irrecoverable because those
businesses went bankrupt due to the lack
hit the South American State at 3.34
of financial resources to recover.
am in the night. The insured losses
• Need to consider the insurance for
were evaluated at about USD 8.5
public/governmental buildings, where the
billion, but this represented only
losses were not covered – because they
approximately 60% of the total
were either un-insured or not properly
insured. This created additional expenses
material damages.
for the central and local budgets, which
suffered anyway on the revenue side due
From an insurance perspective, there are few
to the interruption of the activity in some
positive things to consider:
companies who used to be significant
• Insurance companies were well prepared to
contributors to the budget
handle the claims
•
Increasing awareness at the
• No carrier confronted insolvency or
Governmental level of the need to
bankruptcy, all having proper reinsurance
contracts where 95% of the losses were
increase significantly the insurance
absorbed
penetration, including fiscal tools, as well
• Claims were paid very quickly, even if a
as motivation of those who purchase
large spectrum of industries were in scope:
insurance, since this is essential for a
agricultural businesses, fisheries, wineries,
seismic country.
hotels, pensions, pharmacies, service
Bearing in mind that the international
companies, most of the companies being
small and medium enterprises
insurance industry classifies Romania among
• More than 95% of the residential claims
the seismic countries, shouldn’t we consider
and about 80% of the commercial claims
these lessons as well? We believe yes, we
were settled in less than a year
should, especially since we are still far from
• Chilean banks took care to have property
Chile considering the general interest towards
insurance for all the assets received as
insurance products.♦
warranties, so the coverage rate of claims

• CATASTROPHIC RISKS

Lesson of the
Earthquake in
Chile

in this area was 100%.

The question is what is
the situation in Romania in
connection with all the points
above?
We should keep in mind that
the total Chilean insurance market
is about USD 6.3 billion (2009),
about three times bigger than
our market, for a 85% population
compared with Romania. The
penetration rate is about 4.2%
of the GDP, compared with about
1% in our case. Insurance brokers
handle in Chile about 2/3 of the
written premium, while only 1/3 in
our country.
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Total Cost
of Risk
Assesment
with
RiskCenseo
Have you ever estimated the costs
on people who are managing
insurance in your organization?
What about the collateral cost a
loss occurrence brings to you? Could
you determine correctly all costs
related to risks and insurance and
are you able to effectively manage
these information, including future
projections through an opportunity
cost perspective? Have you ever
assesed the Total Cost of Risk?
Trying to come with solutions for their
clients, to help them finding answers to such
questions, Aon has developed RiskCenseo.
This is an integrated system which helps to
identify the real total cost of risk, to create
an optimal insurance program and to help in
an effective management of the insurance
contracts.

WHY IS IMPORTANT TO ASSESS THE TOTAL
COST OF RISK?
In most of the cases, the decision to
purchase insurance is first of all based on the
price to be paid, respectively the insurance
premium. This is primary characteristic of
a price-driven business environment, being
even more amplified by the effects of the
economic crisis, which brought in main
focus the need of liquidities, respectively the
concept “Cash is King”.
Premium payment, which determines the
risk transfer to the insurers is not, however,
the only cost component regarding the
risk, for the simple reason that usually such
transfer can be made only to a certain extent
and any claim settlement will not cover all the
sustained loss.
Obviously, this part will be as large, as the
level of premium will increase, which is not
necessary the first priority for the insured,
bearing in mind his desire to have costs as
small as possible.
Therefore, any deductible or additional
expense with claims management should
gross up the insurance premium, determining
a total cost of risk, which may create,
ultimately, a financial discomfort.
RiskCenseo analyze follows closely all
investments made with the risk management,
thus Aon clients to be able to get the benefit
of complete and effective services and
insurance programs.♦

RiskCenseo has been created to truly
follow the principle of tailor-made insurance
solutions and helps to define gaps and
overlaps within the insurance programs of a
company.
The system shows both which risks that
are not insured but could produce major
losses, and which risks that are insured would
not produce major losses, thus to conclude
insurance premium reduction related to
them. Last but not the least, RiskCenseo
helps to have a better management of the
insurance process, bringing the desired
efficiency from this perspective as well.

The methodology that stays behind
RiskCenseo, enables our clients to
benchmark their own risk management
system with the best practices in this field,
offering this way the possibility to decide
upon the optimal solution.
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Aon Focus is a quarterly newsletter published by Aon Romania.
Electronic version is available at www.aon.ro, both in English and
Romanian.
Aon Romania is the local subsidiary of Aon Corporation (U.S.) and
provides professional consulting services in insurance, reinsurance,
risk management and employee benefits for both public and
private sector
Aon Romania is certified ISO 9001/2000.
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Aon Corporation (NYSE: AON) is the leading global provider of risk
management, insurance and reinsurance brokerage, and human
resource consulting and outsourcing.
Aon is the official sponsor of Manchester United since 2010.

Aon was named THE WORLD BEST INSURANCE
BROKER by Euromoney Magazine’s 2008, 2009
and 2010 Insurance Survey, and the NUMBER
ONE INSURANCE BROKER based on brokerage
revenues in 2007, 2008 and 2009 by A.M. Best
Aon Benfield was named THE BEST INSURANCE
BROKER in 2010 by Reactions Global.

Aon was voted THE BEST INSURANCE
INTERMEDIARY, THE BEST REINSURANCE
INTERMEDIARY and THE BEST EMPLOYEE
BENEFITS CONSULTING FIRM in 2007, 2008 and
2009 by the readers of Business Insurance
Earned Innovation Awards from Business
Insurance for two technology solutions, increasing
the effectiveness and efficiency of risk managers:
Aon Risk Solutions’ Aon Global Risk Insight
Platform® and Aon Benfield’s FAConnectSM .

